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Regarding Python…. 

Excuse me? 

Mhfk ikhidk, xskg ohgelhgqku xrqs n 

ilhydkf, qsrgb R bghx, R'dd vmk lkpvdnl 

kzilkmmrhgm. Ghx qskc snwk qxh ilhydkfm.  



Hint: It’s a Substitution Cipher… 

• Scrambled Alphabet Substitution Cipher 
 

– State of the art for 1200 A.D, now used for cryptogram puzzles  

– Map plaintext alphabet into cipher alphabet (A->E, B->Q, etc.) 

– Possible keys: 26! => 88 bits (in practice, usually weakened)  

 

• Human Attacks 
 

– Take small sections of the puzzle (words) and test possible keys to see 
if they yield English 

– Optimizations: Frequency Analysis, Target Relatively Unique Words… 

 

• Creating A Coded Message in Python: 
 

• base_alphabet = string.ascii_uppercase 

• cipher_alphabet = <shuffled version of base_alphabet> 

• string.maketrans(base_alphabet, cipher_alphabet) 

• string.translate(message_text, alpha_shift) 

 

 

 

http://www.hanginghyena.com/cryptograms
http://www.hanginghyena.com/solvers/cryptogram-helper


Automating The Attack 

Generate Keys => See If It Looks Like English… 
 

 

• Keys are easy: 
 

• Random shuffle the alphabet 

• Use the shuffled dictionary as a list..  

 

• “Looks Like English” – statistical test using sequences of n-letters 

  
• Trigrams,  Quadragrams, etc…  

• Does distribution of decoded message resemble english?  

• Fitness score (log probability) => how much of the key you guessed 

 

• A process…. 
 

• Randomly generate a key 

• Test the key – how close is the message to english? 

• If close, tweak the key (shuffle one letter) and retest 

• When your score stops improving, test another key… 

 

 



The Method In Action… 

Regular Expressions are apparently not a problem.. 



Further Explorations… 
 

• Stuff to Test: Potential Optimizations 
 

• N-gram type/source: bi-grams, tri-grams, quads, etc. Text corpus?  

• Restart criteria: how long to mutate a key before trying another?  

• Multiple Fitness Functions: word pattern dictionary (once close) 

• Different cipher-texts – some messages weaker than others 

 

• Websites & Resources 
 

• Hacking secret ciphers with python (Al Sweigart) [entry level resource] 

 

• Overview of Classical Ciphers [entry level article of different ciphers] 

 

• O’Reilly: Machine Learning for Hackers – Ch 7 

• R-based, good discussion of hill-climbing optimization math 

• Link to github sample code repo  
 

• Practical Cyptography (site) – Multiple approaches, lots of Python code 

 

 

 

http://inventwithpython.com/hacking/
http://www.hanginghyena.com/blog/2013/05/23/a-quick-guide-to-classical-ciphers-for-cryptography-puzzles-ingress-decoders/
https://github.com/johnmyleswhite/ML_for_Hackers
http://practicalcryptography.com/cryptanalysis/

